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1 | int __cdecl main(int argc, const char **argv, const char **envp)
2 | {

3 int result; // eax

4 int i; // [rsp+206h] [rbp-B8h]

5 int v5; // [rsp+24h] [rbp-B4h]

6 __int64 v6; // [rsp+30h] [rbp-A8h]

7 char v7[112]; // [rsp+5@h] [rbp-88h] BYREF

8

9 v5 = 0;

10 puts("Can you read my assembly in exception?");
11 puts("Give me your flag:");

12 sub_140001290("%s", v7);

13 v6 = -1164;

14 do

15 ++Vv6;

16 while ( v7[v6] );

17 if ( v6 == 51 )

18 {

19 for (1 =0; i< 51; ++i )

20 {

21 v5 = (127 * v5 + 102) % 255;

22 v7[i] "= byte_140005010[dword_140005000];
23 }

24 if ( (unsigned int)sub_140001020(&unk_140005110, v7) )
25 puts("\nTTTTTTTTTTQQQQQQQQQQQQQLLLLLLLLLYIII™);
26 else

27 puts("\nQwQ, please try again.");

28 result = 0;

29 }

30 else

31 {

32 puts("\nQwQ, please try again.");

33 result = 0;

34 }

35 return result;

36 | }
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; START OF FUNCTION CHUNK FOR main
loc_140002080:
;3 int __cdecl main(int argc, const char **argv, const char **envp)| |; __except filter // owned by 140
main proc near push rbp
sub rsp, 26h
var_A8= dword ptr -©A8h mov rbp, rdx
var_A4= dword ptr -©A4h mov [rbp+36h], rcx
var_Ae= dword ptr -©Aeh mov rax, [rbp+3eh]
var_88= byte ptr -88h mov rax, [rax]
var_18= qword ptr -18h mov eax, [rax]
mov [rbp+2Ch], eax
5 FUNCTION CHUNK AT .text:0000000140002080 SIZE ©000002B BYTES mov eax, [rbp+2Ch]
mov ecx, eax
3 _unwind { // __GSHandlerCheck_SEH call sub_140001000
sub rsp, ocCsh nop
mov rax, cs:__security_cookie add rsp, 26h
xor rax, rsp pop rbp
mov [rsp+0C8h+var_18], rax retn
mov [rsp+0C8h+var_a4], o
lea rcx, Buffer ; "Can you read my assembly in exception?”
call cs:puts
lea rcx, aGiveMeYourFlag ; "Give me your flag:"
call cs:puts
mov r8d, 64h ; 'd’
lea rdx, [rsp+oC8h+var_88]
lea rcx, as HE
call sub_140001240
mov [rsp+0C8h+var_A8], ©
jmp short loc_140001166
P
=
loc_140001166:

cmp [rsp+oCc8h+var_A8], 33h ; '3'
jge loc_1400011F2
T
= } == i }
_140001171: loc_1400011F2:
__try { // __except at loc_1400011A2 lea rdx, [rsp+@C8h+var_s8s8]
L eax, [rsp+oC8h+var_A4], 7Fh lea rcx, unk_140004110
eax, 66h ; 'f’ call sub_140001020

test eax, eax



SR ELIE—SEH

1 .text:00000001400011B8 loc_1400011B8: ; DATA XREF: .rdata:0000000140003880.10
2 .text:00000001400011B8 ; _ try { // __except at loc_1400011E9

3 .text:00000001400011B8 imul eax, [rsp+0D8h+var_B4], 7Fh

4 .text:00000001400011BD add eax, 66h ; 'f'

5 .text:00000001400011CO cdq

6 .text:00000001400011C1 mov ecx, OFFh

7 .text:00000001400011C6 idiv ecx

8 .text:00000001400011C8 mov eax, edx

9 .text:00000001400011CA mov [rsp+@D8h+var_B4], eax

10 .text:00000001400011CE mov eax, [rsp+0D8h+var_B4]

11 .text:00000001400011D2 sar eax, 7

12 .text:00000001400011D5 mov [rsp+@D8h+var_BO], eax

13 .text:00000001400011D9 mov eax, 1

14 .text:00000001400011DE cdq

15 .text:00000001400011DF idiv [rsp+@D8h+var_Bo]

16 .text:00000001400011E3 mov [rsp+@D8h+var_BO], eax
17 .text:00000001400011E7 jmp short loc_140001212
18 .text:00000001400011E7 ; } // starts at 1400011B8
19 .text:00000001400011E9 ; - - - - === == - oo e e e e e e e e e e e e oo ——-m o
20 .text:00000001400011E9
21 .text:00000001400011E9 loc_1400011E9: ; DATA XREF: .rdata:0000000140003880{0
22 .text:00000001400011E9 ; _ except(loc_1400020D0) // owned by 1400011B8
23 .text:00000001400011E9 imul eax, cs:dword_140005000, 61h ; 'a’
24 .text:00000001400011F0 add eax, 65h ; 'e'
25 .text:00000001400011F3 cdq
26 .text:00000001400011F4 mov ecx, OESh
27 .text:00000001400011F9 idiv ecx
28 .text:00000001400011FB mov eax, edx
29 .text:00000001400011FD mov cs:dword_140005000, eax
30 .text:0000000140001203 mov eax, cs:dword_140005000
31 .text:0000000140001209 xor eax, 29h
32 .text:000000014000120C mov cs:dword_140005000, eax
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1 .text:00000001400020D0 ; _ except filter // owned by 1400011B8

2 .text :00000001400020D0 push rbp

3 .text:00000001400020D2 sub rsp, 20h

4 .text:00000001400020D6 mov rbp, rdx

5 .text:00000001400020D9 mov [rbp+48h], rcx

6 .text:00000001400020DD mov rax, [rbp+48h]

7 .text:00000001400020E1 mov rax, [rax]

8 .text:00000001400020E4 mov eax, [rax]

9 .text:00000001400020E6 mov [rbp+38h], eax
10 .text:00000001400020E9 mov eax, [rbp+38h]
11 .text:00000001400020EC mov ecx, eax
12 .text:00000001400020EE call sub_140001000
13 .text:00000001400020F 3 nop
14 .text:00000001400020F4 add rsp, 20h
15 .text:00000001400020F8 pop rbp
16 .text:00000001400020F9 retn
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